\Windowes

Incident Resnonse
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checking the user account one can be able to get answers to questions like which user is currently
logged in and what kind of a user account one has.
The ways one can view the user accounts are:

Local users

To view the local user accounts in GUI, press ‘Windows+R’, then type ‘lusrmgr.msc’.

= Typethe name of a program, folder, document, or Internet
S resource, and Windows will cpen it for you,

Open: lusrmgr.msc

QK Cancel Browse...

Now click on ‘okay’, and here you will be able to see the user accounts and their descriptions.

B
File Action View Help
«= | fE = E
A Local Users and Groups (Lecal) || Name Full Name Description Actions
- gsers &Administratar Built-in account for a|| Users
g hroups &,{DefaultAcca... A user account mana More Actions
P, Guest Built-in account for g
Birej
o WDAGUility... A user account mana

www.hackingarticles.in
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user’ and press enter. You can now see the user accounts for the system and the type of account it is.

net user

Microsoft Windows [Version 18.8.° 2.1816]
2819 Microsoft Corporation. All rights reserved.

C:\Users\rajrnet user

User accounts for \\DESKTOP-ABAPBOM

Administrator DefaultAccount
raj WDAGUtilityAcc
The command completed successfully.

C:\Users\raj>»

net localgroup

‘Net localgroup groupname’ command is used to manage local user groups on a system. By using this
command, an administrator can add local or domain users to a group, delete users from a group,
create new groups and delete existing groups.

Open Command prompt and run as an administrator then type ‘net local group administrators’ and
press enter.

net local group administrators

sers\rajr»net localgroup administrators
/ as name administrator
Comment Administra

Members
Administrator

raj
The command completed successfully.
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LocalUser’ and press enter. You will be able to see the local user accounts, with their names, if they

Get-LocalUser

|

are enabled and their description.

C:\Usersiraj>» Get-LocallUser

Name Enabled Description

Administrator Built-in account for administering the computer/domain
DefaultAccount A user account managed by the system.

Guest Built-in account for guest access to the computer/domain

raj
WDAGUtilityAccount False A user account managed and used by the system for Windows

Processes

To get the list of all the processes running on the system, you can use ‘tasklist command for this
purpose. By making use of this command, you can get a list of the processes the memory space
used, running time, image file name, services running in the process etc

To view the processes, you can use the following methods;

Task Manager

To view the running processes in a GUI, press ‘Windows+R’, then type ‘taskmgr.exe’.

Type the narme of a program, folder, document, or Internet
= resource, and Windows will cpen it for you.

Open: |taskmgr w

QK Cancel Browse...

Now click on ‘OK’ and you will be able to see all the running processes in your system and will be able
to check if there is any unnecessary process running.
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MName

1 Windows Explorer (2)

Background processes (83)

[#z] Antimalware Service Executable
[#Z] Application Frame Host

ﬂ Calculator

[#5] COM Surrogate

E Cortana

CTF Loader

# Dropbox (32 bit)

e

pe

2 Dropbox (32 bit)

L

ae

2 Dropbox (32 bit)
[2Z] Dropbox Service
23 Dropbox Update (32 bit)

€ Google Chrome

Fewer details

Status

7%
CPU
0.6%

0%
0.2%
0%
0%
0%
0%
0%
0%
0%
0%
0%

0%

40%
Memory
56.8 MB

142.0 MB
17.7MB
0MEB

2.7 MB

0 MB
20.1 MB
1.6 MB
1840 MB
0.9 MB
0.5 MB
0.3 MB

5.5 MB

0%
Disk
0 MB/s

0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/'s
0 MB/'s
0 MB/s
0 MB/s
0 MB/s
0 MB/s
0 MB/s

0 MB/s

0%
Network
0Mbps A

tasklist

To view the processes in the command prompt, Open the command prompt as an administrator and
type ‘tasklist’ and press enter. Here you will be able to see all the running processes with their Process
ID (PID) and their session name and the amount of memory used.

Follow us:
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press enter. It gets a list of all active processes running on the local computer.

get-process

PS C:\Users\raj»> get-process
Handles NPM(K) PM(K) (K CPU(s) Processhame

ApplicationFrameHost
; audiodg
19396 8 . 147, Calculator
13956 258 .08 1968 chrome
8 8 218 chrome
chrome
chrome
chrome
chrome
chrome
chrome

i LV B R |

o =
W
[WR e P .
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~ 0

00 LA = = R D
WO OB W bk Th
R =~ I s
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I s I i ]
)

=
[ ¥]

=]

Windows system has an extremely powerful tool with the Windows Management Instrumentation
Command (WMIC). Wmic is very useful when it comes to incident response. This tool is enough to
notice some abnormal signs in the system. This command can be used in the Command-prompt as
well as PowerShell when run as an administrator. The syntax is ‘wmic process list full’.

wmic process list full

PS5 C:\Windows\system32> wmic process list full

To get more details about the parent process IDs, Name of the process and the process ID, open
PowerShell as an administrator and type ‘wmic process get name,parentprocessid,processid’. This
would be the next step after you determine which process is performing a strange network activity.
You will see the following details.

wmic process get name,parentprocessid,processid
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Registry
SmMSs.exe

e

|
[#3]

(Vs

C5rss.exe
wininit.exe
services.exe
lsass.exe

L B 23

svchost.exe
svchost.exe
fontdrvhost. e
vchost.exe
svchost.exe

EmombBEo
R

bt |

3w N MDD = O
S = R U =5 = T+ = I S o A v

svchost.exe
svchost.exe
svchost.exe

vchost.exe

vchost.exe
svchost.exe
svchost.exe

0 0O 00 00 0O 00 00 00 0O

svchost.exe
svchost.exe

o Ca

[ e T o T W T W T W W T O W W T o R Y o T R i Y o 3 Y S

Pt Pl Pt Pl B B B B B B B B B3 R B B3 GO =)

oa

svchost.exe

To get the path of the Wmic process, open PowerShell and type ‘wmic process where 'ProcessID=PID’
get Commandline’ and press enter.

wmic process where 'ProcessID=PID’ get Commandline

PS C:y\Windowshsystem3 wmic process where get CommandlLine
CommandLine
"C:\Program Files (x86)\TeamViewer\TeamViewer Service.exe"

PS C:\Windows\system32>
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To view all the services in GUI, press ‘Windows+R’ and type ‘services.msc’.

Run X
—, Type the name of a program, folder, document, or

Internet resource, and Windows will open it for you.
Open: ‘ services.msc| v

Cancel Browse...

Now click on ‘Ok’ to see the list of processes.
File Action View Help
e F d= HE > > a0 D
- .

% Services (Local) Mame Description Status Startup Type Log On As &
Sk ActiveX Installer (AxInstSV) Provides Us... Manual Local Syste...
£k Agent Activation Runtime_... Runtime for... Manual Local Syste...
{Eh Alloyn Router Service Routes Alllo... Manual (Trig... Local Service
£l App Readiness Gets apps re.. Manual Local Syste...
Lk Application Identity Determines .., Manual (Trig... Local Service
EhApplication Information Facilitatest.. Running  Manual (Tnig.. Local Syste...
L Application Layer Gateway ... Provides su... Manual Local Service
&k Application Management Processes in... Manual Local Syste...
Sl fppy Deplowment Sepdce [ Drovidec inf Llanyal Local Sucte

net start

To start and view the list of services that are currently running in your system, open the command
prompt as an administrator, type ‘net start’ and press enter.

Follow us:
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Application Information
AVCTP service
Background Tasks Infrastructure Service
Base Filtering Engine

Bluetooth Audio Gateway Serwvice
Bluetooth Support Service

Capability Access Manager Service
Clipboard User Serwvice 4f18ff4

sc query

To view whether a service is running and to get its more details like its service name, display name,
etc.

sc query | more

C:\Users\raj»sc query | more

SERVICE_NAME: Appinfo
DISPLAY NAME: Application Information

TYPE : 30 WIN32
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN32_EXIT_CODE : @ (exe)
SERVICE_EXIT CODE : @ (@x@)
CHECKPOINT : @x0
WAIT HINT : @x0

SERVICE NAME: AudioEndpointBuilder
DISPLAY NAME: Windows Audio Endpoint Builder

TYPE : 30 WIN32
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN32_EXIT_CODE : @ (exe)
SERVICE_EXIT CODE : @ (@x@)
CHECKPOINT : @x0

WATIT_ HINT : Bxe

SERVICE NAME: Audiosrv
DISPLAY NAME: Windows Audio

TYPE : 16 WIN32_OWN_PROCESS
STATE : 4 RUNNING
(STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN32_EXIT_CODE : @ (exe)
SERVICE_EXIT CODE : @ (@x@)
CHECKPOINT : @x0

WATIT_ HINT : Bxe
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tasklist

If you want a list of running processes with their associated services in the command prompt, run
command prompt as an administrator, then type ‘tasklist /svc’ and press enter.

tasklist /svec

re, DcomLaunch, Power,

Task Scheduler is a component in the Windows which provides the ability to schedule the launch
of programs or any scripts at a pre-defined time or after specified time intervals. You can view
these scheduled tasks which are of high privileges and look suspicious.To view the task
Scheduler in GUI, then go the path and press enter.

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Administrative Tools

(]
File Action View Help
a= |  HE

'Z:E-:Z' Task Scheduler (Local)
@ Task Scheduler Library

Actions

~ | Task Scheduler (Local)

| Owerview of Task Scheduler - |
Connect to Ancther Computer..,
_ A
gl 5 You can use Task 3 Create Basic Task...
.. Scheduler to create
- and manage L Create Task...

common tasks that
your cemputer will

carry out i Display All Running Tasks
antnmaticalhs at the
& Enable All Tasks History

Import Task...

Task Status -
AT Service Account Configuration
Sta.. | Last 24 hours ~ View
Summary: 0 total - 0 running, 0 ... |G} Refresh
ﬂ Help
Task MName |
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type ‘schtasks’ and press enter.

schtasks

BARBN W

Startup

The startup folder in Windows, automatically runs applications when you log on. So, an incident
handler, you should observe the applications that auto start.

To view the applications in Startup menu in GUI, open the task manager and click on the ‘Startup’
menu. By doing this, you can see which applications are enabled and disabled on startup. On
opening the following path, it will give you the same option

dir /s /b "C:\Users\raj\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup"
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Last BIOS time: 8.3 seconds
Mame Publisher Status Startup impact
[#5] Adobe Garmma Loader Adobe Systemns, Inc. Enabled Low "
i35 Drophbox Crophbox, Inc, Enabled High
I:ill HD Audic Background Proc..,  Realtek Semiconductor Enabled Low
. Intel® Graphics Command ... INTEL CORP Dizabled Mone
E Java Update Scheduler Oracle Corporation Dizabled Mone
|| jeenali Enabled Mot measured
@I KeePass Dominik Reichl Dizabled Mone
|'|-- Fealtek HD Audic Manager Realtek Semiconductor Enabled Medium
- Skype Skype Dizabled Mone
= il il Einalaial A

To view, the startup applications in the PowerShell run the PowerShell as an administrator, type
‘wmic startup get caption,command’ and press enter.

wmic startup get caption,command

PS C:\Windows\system32> wmic startup get caption,command

Caption Command

OneDriveSetup C:\Windows\SysWOWeA\OneDriveSetup.exe /thfirstsetup
OneDriveSetup C:\Windows\SysWOWeA\OneDriveSetup.exe /thfirstsetup
jeenali jeenali.txt

uTorrent "C:\Usersyraj\AppData\Roaming\uTorrentiuTorrent.exe” /MINIMIZED
Adobe Gamma Loader C:\PROGRA~2%\COMMON~1\Adobe\CALIBR~1\ADOBEG~1.EXE

SecurityHealth indir#\system32\S5ecurityHealthSystray.exe

RtHDVCpl "C:\Program Files‘\Realtek‘\Audio‘\HDA\RtkKNGUIGL.exe™ /s
RtHDVBg_PushButton "C:\Program Files\Realtek‘\Audio%HDA\RAVBg6d.exe" [IM

WavesSvc "C:\Windows\System32\DriverStore\FileRepositoryioemd9.inf amdbd 53

PS C:\Windows\system32>»

To get a detailed list of the AutoStart applications in PowerShell , you can run it as an administrator
and type ‘Get-Ciminstance Win32_StartupCommand | Select-Object Name, command, Location,
User | Format-List’ and press enter.
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PS C:\Windows\system32> Get-CimInstance Win32_StartupCommand | Select ject Name, command, Location, User | Format-List

Name : OneDriveSetup

command : C:\Windows\SysWOW644\0OneDriveSetup.exe [thfirstsetup
Location : HKU\S-1-5-19\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
User : NT AUTHORITY\LOCAL SERVICE

Name : OneDriveSetup

command : C:\Windows\SysWOW644\0OneDriveSetup.exe [thfirstsetup
Location : HKU\S-1-5-28\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
User : NT AUTHORITY\NETWORK SERVICE

Name : jeenali

command : jeenali.txt
Location : Startup

User : DESKTOP-ABAPBOM\raj

Name : uTorrent

command \Users\raj\AppData\Roaming\uTorrent\uTorrent.exe” /MINIMIZED

Location : HKU\S-1-5-21-1897824736-1555393654-2427635684-1001\S0FTWARE\Microsoft\Windows\CurrentVersion\Run
User : DESKTOP-ABAPBOM\raj

Registry

Sometimes if there is a presence of unsophisticated malware it can be found by taking a look at
the Windows Registry's run key.

To view the GUI of the registry key, you can open REGEDIT reach the run key manually.

B

File Edit VYiew Favorites Help

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

, PhotoPropertyHandl & || Name Type Data

PlayReady 2] (Default) REG.SZ (value not set)

ab| RtHDVBg_PushButton REG_SZ "C\Program Files\Realtek\ Audic\HDA\RAVEg6d.exe” /1N
ab| RtHDVCpl REG_SZ "CA\Program Files\Realtek\Audio\ HDA\RtkNGUIBS exe" /
ab| SecurityHealth REG_EXPAND_SZ Fawindirdahsystem32\SecurityHealthSystray.exe

ab | WavesSve REG_SZ "CAWindows\System32\DriverStore\FileRepositony\oem:

Policies
PowerEfficiencyDiag
PrecisionTouchPad
PreviewHandlers

Privacy
PropertySystemn
Proximity
PushMatifications
Reliability
ReserveManager
RetailDermo

Run

RunOnce
Cearch
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You can also view the registry of the Local Machine of the Run key in the PowerShell, by running
it as an administrator and then type
‘reg query HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run’ and press enter.

reg query HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

PS C:\Windows‘system32> reg query HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

HKEY_LOCAL_ MACHINEASOFTWARE\Microsoft\Windows\CurrentVersionRun
SecurityHealth REG_EXPAND_S57 awindir®\system32\SecurityHealthSystray.exe
RtHDVCpl REG_5Z "C:\Program Files‘\Realtek“Audio\HDA\RtkNGUIGA.exe" /s
RtHDVBg PushButton REG_SZ "C:\Program Files\Realtek\Audio\HDA\RAVBg64d.exe™ [IM
WavesSvc REG_5Z "C:\Windows\System32\DriverStore\FileRepository\oemd9.inf_amd6&d 53¢

PS C:\Windows‘system32>

You can also view the registry of the Current User of the Run key in the PowerShell, by running it
as an administrator and then type

‘reg query HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run’ and
press enter.

reg query HKEY CURRENT USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

PS C:\Windows\system32> reg query HKEY CURRENT USER\SOFTWARE\Microsoft\Windows\CurrentVersioniRun

HKEY_CURRENT_USER\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
uTorrent REG_S57 "C:\Users\raj\AppData\Roaming\uTorrent\uTorrent.exe™ /MINIMIZED

PS C:\Windows\system32>

Active TCP and UDP Port

As an Incident Responder you should carefully pay attention to the active TCP and UDP ports of
your system.
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netstat —ano

C:\Usersiraj»netstat -anc
Active Connections

ddress
1135
1443
1445
;808
1983
1913

Proto A
&
&
&
&
&
&
.B:1688
&
&
&
8
&
&
&

TCP
TCP
TCP
TCP
TCP
TCP

Lo
a8
a8
a8
a8
a8
a8
TCP a.
a8
a8
a8
e
a8
a8
a8

[ H]

2200000000000 03 =
]

e v B e B O B O I e O I R e s |

2000000000000 0 3 =

= 0

2000030000033 &3
2000000000000

e
ENING
ENING
ENING
ENING
ENING
ENING
ENING
TCP E
TCP E
TCP E
TCP E
TCP E
TCP E
TCP E

:Sede
17688
:9e01
117506
;40664
140665

;49666

MNING
MNING
MNING
NING
MNING
MNING
MNING

2000000000000 3N
2200030030300 32T

Sta
LIS
LIS
LIS
LIS
LIS
LIS
LTS
LIS
LIS
LIS
LIS
LIS
LIS
LIS

Powershell

Well, this can also be checked in the PowerShell with a differentcommand. Run PowerShell and
type ‘Get-NetTCPConnection -LocalAddress 192.168.0.110 | Sort-Object LocalPort’ and press
enter. You will get detailed information about the IP and the local ports.

Get-NetTCPConnection -LocalAddress 192.168.0.110 | Sort-Object
LocalPort

PS C:\Windows‘system32> Get-NetTCPConnection 192.168.0.118 | Sort-Object LocalPort

LocalAddress LocalPort RemoteAddress RemotePort State

Closelait

Closelait

Closelait

Closekait

Closelait

.215.197.169 CloseWait
.215.197.169 Closelait
.215.197.169 CloselWait
.215.197.169 CloseWait
.215.197.169 CloseWait
.215.197.169 CloseWait
.68.172.136 Closelait
.608.172.136 CloselWait
.54.90.8 Closelait
184.244.42.134 CloseWait

[s>Rla> BRI v B> R av B o R o s R o B v I o> I B v I ]
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net view

In order to check up on the file sharing options in command prompt, type ‘net view \\<localhost>’

and press enter.
net view \\127.0.0.1

The command completed successfully.

SMBShare

To see the file sharing in PowerShell, you can type ‘Get -SMBShare’ and press enter.

Get-SMBShare

PS5 C:y\Windows‘\system32> Get-5MBShare

Name Scopellame Path Description
ADMING * C:\Windows Remote Admin
CE ¥ =) Default share
D% ® Y Default share
IPC% ¥ Remote IPC
jeenall * (Y Jjeenall

Users = C:yUsers
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Vista. During that time, management of multiples files through the command line was difficult as
most of the commands at that time we made to work on single files

Forfiles

To view the .exe files with their path to locate them in the command prompt, type ‘forfiles /D -10
/S /M *.exe /C"cmd /c echo @path" and press enter.

forfiles /D -10 /S /M *.exe /C "cmd /c echo @path"

oA A A
1w

o
e b e e

To View files without its path and more details of the particular file extension and its modification
date, type ‘forfiles /D -10 /S /M *.exe /C "cmd /c echo @ext @fname @fdate"’and press enter.

forfiles /D -10 /S /M *.exe /C "cmd /c echo Q@ext @fname @fdate”

cmd Jc ' @fname

www.hackingarticles.in
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"$Recycle.Bin"
"Android”
"Documents and
"MSOCache"”
"PerfLogs"”
"Project.log"”
"Recover

n
5
G

17824, 155
ERROR: is denied for
ERROR: is denied for "C
"&I2IEYQS
"desktop.ini”
" android”
"adb.exe"
"AdbWinApi . d11”
"AdbWinUsbApi.dl1l™
"fastboot.exe"
"adb usb.ini
ERROR: is denied for
ERROR: | is denied for
" Commorn

To check for file size below 6MB, you can use the file explorer’s search box and enter

"size:>6M”
Search Results in This PC w @ | size>6M X
L,
- data? Date modified: 1/1,/2098 $:00 AM
Di\Softwares\Photashop cs3 Type: WinRAR archive Size: 153 MB
History Date modified: 8/17/2020 5:52 PM
| C\Users\raj\AppData‘Local\Google\Chrome\User D...  Type: File Size: 6,78 MB
thumbcache_1280 Date modified: 8/17/2020 5:51 PM
ChUsers\ra\AppData\Local\Microsoft\ Windows'\Ex...  Type: Data Base File Size: 51.0 MB
Windows 10-000002-s004 Date modified: 8/17/2020 547 PM

ChUsers\raf\Decuments'\Virtual Machines\Windows...  Type: Virtual Machine Disk For.., Size: 135 GB

Windows 10-000002-s003 Date maodified: 8/17/2020 5:47 PM
ChUsers\raj\Documents\Virtual Machines\Windows...  Type: Virtual Machine Disk For... Size: 1.31 GB

Windows 10-000002-5002 Date modified: 8/17/2020 5:47 PM
Ch\Users\raj\Documents\Virtual Machines\Windows...  Type: Virtual Machine Disk For... Size: 281 MB

Windows 10-000002-s001 Date modified: 8/17/2020 547 PM
ChlUsers\raj\Documents\Virtual Machines\Windows...  Type: Virtual Machine Disk For... Size: 920 MB

CCQ QL
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The incident responder should pay attention to the firewall configurations and settings and should
maintain it regularly.

To view the firewall configurations in the command prompt, type ‘netsh firewall show config’ and
press enter to view the inbound and outbound traffic.

netsh firewall show config

C:\>netsh firewall show config
Domain profile configuration:

Operational mode = Enable
Exception mode Enable
Multicast/broadcast response mode Enable
MNotification mode = Enable

Allowed programs configuration for Domain profile:
Mode Traffic direction Mame / Program

Enable  Inbound pTorrent (TCP-In) / C:\Users\raj\AppData‘\Roaming\uTo

Port configuration for Domain profile:
Port Protocol Mode Tratfic direction

Operational mode Enable
Exception mode Enable
Multicast/broadcast response mode Enable
Motification mode Enable

Service configuration for Standard profile:
Customized Name

Network Discovery

Allowed programs configuration for Standard profile:
Mode Traffic direction Mame / Program

Emable  Inbound pTorrent (TCP-In) / C:\Users\raj\AppData‘\Roaming\uTo
Enable  Inbound Firefox (C:\Program Files\Mozilla Firefox) / C:\Prog

Port configuration for Standard profile:
Port Protocol Mode Traffic direction Name

File location C:\Windows\system32\LogFiles\Firewall\pfirewall.log
Max file size 4696 KB
Dropped packets Disable
Connections Disable
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Firewall Policy
LocalFirewallRules N/A (GPO-store on
SecRules /A (GPO-store only)

LocalCor i
InboundUserNotification Enable
RemoteManagement Disable
UnicastResponseToMulticast Enable

Disable
LogDroppedConnections Disable
FileName 2 emroo
MaxFileSize

32\LogFiles\Firewall\pfirewall.log

ok.

Sessions with other system

To check the session details that are created with other systems, you can type ‘net use’ in

command prompt and press enter.

osoft Windows [Version 18.8.:
crosoft Corporation. |

j*net use
MNew connections will be remembered.

Local Remote Network

osoft Windows Network

The command completed s

C:\Usershraj>»

rinﬂ . www.hackingarticles.in
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net session

crosoft

2¢ M

Log Enteries

To view the log entries in GUI you can open the event viewer and see the logs. Press ‘Windows+
R’ and type ‘eventvwr.msc’ and press ‘OK’.

Event Viewer

C
File Action View Help
o= nmE BE
{2] Event Viewer (Local) Security Number of events: 25,690 Actions
Custom Views T |
- : Windows Logs Keywords Date and Time Source ~ | | Security - 1
Application @, audit Success 8/17/2020 7:58:43 PM Microsoft Windows security auditing. = Open Saved Log..
Security 2, Audit Success 8/17/2020 7:58:43 PM Microsoft Windows security auditing. ¥ Create Custom View...
Setup 2, Audit Success 8/17/2020 7:58:43 PM Microsoft Windows security auditing.
- ) . . . . Import Custom View...
System =, Audit Success 8/17/2020 7:58:43 PM Microsoft Windows security auditing.
=] Forwarded Events 2, mudit Success 8/17/2020 7:58:43 PM Microsoft Windows security auditing. ClearLog..
Applications and Services Lo| || @ Audit Success 8/17/2020 7:58:43 PM Microsoft Windows security auditing. T Filter Current Log...
§ Saved Logs %, Audit Success 8/17/2020 7:58:43 PM Microsoft Windows security auditing. 5] Properties
i3 Subscriptions =, Audit Success 8/17/2020 7:58:43 PM Microsoft Windows security auditing. 0 Find
2, Audit Success 8/17/2020 T:58:43 PM Microsoft Windows security auditing. v| [T T
< > I.—l Save All Events As...
Event 4719, Microsoft Windows security auditing. x Attach a Task To this Log...
View »
General  Details
py |G| Refresh
System audit policy was changed. E Help »
Subiect: Event 4719, Microsoft Windows 5. =
Log Name: Security [Z] EventProperties
Source: Microsoft Windows securitv Loooed: 8/17/2020 7:58:43 PM e j Attach Task To This Event...
< >
< > 5y Copy L
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press enter.

C:\Windows\sy

To get the event log list in the PowerShell, type ‘Get-EventlLog -list’ and type the particular event
in the supply value and you will get event details of that particular event.

Get-Eventlog -List

PS C:\Users\raj» Get-EventlLog
Max(K) Retain OverflowAction Entries

OverwritefsNeeded 1: 6 Application
OverwritefsNeeded HardwareEvents
OverwriteOlder Internet Explorer
OverwritefsNeeded Key Management Service
OverwritefisNeeded 128 OAlerts
OverwriteOlder 2 Onefpp_IGCC

Security
OverwritelsNeeded 887 System
OverwritefsNeeded 22 Windows PowerShell

PS C:\Users\raj>» Get-EventlLog

cmdlet Get-Eventlog at command pipeline position 1
Supply values for the following parameters:
Loglame: OAlerts

Index Time EntryType  Source InstancelD Message

Information Microsoft Office ...
Information Microsoft Office ...
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Hence, one can make use of these commands as an incident responder and keep their systems
away from threat.
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